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$52.6 hillion

Ihe Black Budget




Ehe Washington Post
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Full-time equivalent (FTE)
civilian employees

23,400

Military positions

21,800

Full-time contractors
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107,035 employees in the intelligence community

ClIA employs the most civilian FTEs: 21,459 *emels 100+«
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NSA employs 64 percent of all military personnel in the program: 14,950
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NSA wants to hire
hackers

By Stacy Cowley @CHNMMoneyTech July 29, 2012 10:29 &M ET

I
LAS WEGAS (CHMNMMOney) -- YWWearing a t-shirt and jeans, America's top
spymaster —— Mational Security Agency Director Gen. Keith Alexander, also

7 ’ Y . | r ies i the head of the 1.5, Cyber Command -- took the stage Friday at the
061 |PostTV Politics | Opinions Local Sports
Ert_]f luuﬁl]ln}]tﬂnﬂlht P P nation's largest hacker conwvention to deliver a recruiting pitch.

A "In this roorm, this room right here, s the talent our nation needs to secure
m cyberspace " Alexander told the standing-room-only audience at Defzon, a
grassroots gathering in Las wegas expected to draw & record 16,000

gttendees this wear. "We need great talent. WWe don't pay as high as
everylbody else, but we're fun to be around ™

Sign In SUBSCRIBE: Home Delivery | Dicital

NSA is looking for a few good hackers

Alexander's appearance s a
milestone for DefCon, a hacker
mecca with an often-uneasy
relationship with the feds. DefCon is
the aolder, wilder and Tar less official

By Tabassum Zakaria, August oz, o111

The Maticnal Security Agency has a challenge for hackers whe think they
by working on the “hardest problems on Earth.”

Computer hacker skills are in great demand in the 1.5, government to fight the cyberwars that
pose a growing national security threat — and they are in short supply.

For that reason an alphabet soup of federal agencies — DOD, DHS, MASA, N5A — are
descending on Las Vegas this week for Defeon, an annual hacler convention where the $150

entrance fee iz cash only — no registration, no credit cards, no names taken. Attendance is Scolnik-Ciberdefensa (201 4) 6
expectad to top 10,000,



theguardian

Mews  Sport | Comment | Culture  Business  Money | Life & style

News ) World news » The NSA files

NSA monitored calls of 35 world leaders
after US official handed over contacts

« Agency diven more than 200 numbers by government official
« NSA encourages departments to share their 'Rolodexes’
« Survelllance produced little inteligence’, memo acknowledges

BETL

B Follow The NSA Files by email

James Ball
The Guardian, Friday 259 QOctober 2013
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NSA Intercepts Links to Google, Yahoo
Data Centers
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Puertas traseras:

(hay amplios antecedentes
documentados en la web)

» Hardware
» Software
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U.S. high-tech products, services RSA tells developers to stop usng

Intel's CISO:We don't support ary backdoors ’ encr‘yptlon Wlth Susp ected ol |
By BNl Mo e, fistworts Wiordd NSA badeOOI' sita de

Ciolober 08, 2003 0 .38 PMET

~m New York Times provides

ek worls - Foar NOA backdoor 11 crypto sp
convince U.S-based 1he paper points a finger definitively at the long-suspec —

for espionage purpos

Ey Jeff Blagdon «
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DON'T MISS STORIES FOLLOW THE VERGE &+ Bl {13 |9 ot {0t toues

by Megan Geuss - Sept 11 2013, 12:00am -0200
There has been, of i

documents leaked by
neither the NSA nor 1003y, the New York Times reported that an algorithm

has frequently been tt TOF OENErating random numbers, which was adopted in-~ |
2006 by the MNational Institute of Standards and

PART OF
cT0d

Cisco says controversial NIST crypto - potential Snowden’s NSA post in Hawall fatled to install
- - » “antl-leak” softw

NSA badeDDI‘ J— I].Dt ]I].VDkEd ]I]. pdeuCtS anti-leak”™ software

But Cisco engineer says "some of the libraries” in products can support Dual EC DRBG e

Ot 7, 203 08 T New York Times prov1des new details about

NSA backdoor in crypto spec

! Commert - Pt Share| S Like 4 @ The paper points a finger definitively at the long-suspected Dual_EC_DRBG algorithm.

Metwark Warld - Cantraversial crypto technology known as DualEC DRBGG, thaugh by Megan Geuss - Sept 11 2013, 1200am -0300 m
be a backdoor far the Mational Security Agency, ended up in some Cisco products e hnsd
part of its code libraries. But Cisco says they cannot be used because it chose an Today, the New York Times reported that an algorithm
crypto as an operational default which can't be changed. for generating random numbers, which was adopted in- NSA LEAKS .

2006 fry the National Institute of Standards and
DualEC DRBG or Dual Eliptic Curve Deterministic Random Bit Generator (Dual B to0pqqi00y (s T), containg a backdaor for the NSA. snowden’s NSA post In Hawall fatled to install

DRBG) from the Mational Institute of Standards and Technology and a crypto toolkl The news tollowed a 8T report from last week, which “antl-leak” software

FSAis thought to have been one main way the crypto ended up in hundreds of ven indicated that the National Security Agency (NSA) had
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Fallas (y ataques):

- Hardware

» caso INTEL (testing)
» casuales (o no tanto...) errores en CPU

- Software
» caso NETSCAPE
» caso Debian/OpenSSL (Luciano Bello EST)
» caso Dual Elliptic Curve RG (RSA Bsafe)
» Heartbleed (openSSL)

¢ y el proximo en descubrirse cuadl sera ?

Scolnik-Ciberdefensa (2014) 13



Importancia de los
generadores
seudoaleatorios...

1000000000000000000000000000000
0000000000000000000000000000000
0000000000000000000000000000000
0000000000000000000000000000000
0000000000000000000000000000000
0000000000000000000000 primos o
solamente .. 10000000 primos ???

< /

Ej: p.q=n (mdédulo RSA)
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Récord de quiebre de RSA768 obtenido el 12 de
diciembre de 2009

12301866845301177551304949583849627207728535695953347921973224
52151726400507263657518745202199786469389956474942774063845925
19255732630345373154826850791702612214291346167042921431160222
1240479274737794080665351419597459856902143413.

Los factores son:

33478071698956898786044169848212690817704794983713768568912431
388982883793878002287614711652531743087737814467999489

%
36746043666799590428244633799627952632279158164343087642676032
283815739666511279233373417143396810270092798736308917



Desafio no resuelto: RSA 1024

13506641086599522334960321627880596993888147560566
70275244851438515265106048595338339402871505719094
41798207282164471551373680419703964191743046496589
27425623934102086438320211037295872576235850964311

05640735015081875106765946292055636855294752135008
92879416377328533906109750544334999811150056977236
890927563




Importancia de las fallas de
(casuales y de las otras...)

iihat s the value of g7 L _s1zo /e
alread y gueszed [0.2%-1] LE]
Ifi.' d; | dE | I::1'1 dl:l

I which squaring ite ration
didd the fa uﬂrlt D.:mgr:- 0.3 P Aihich is the flipped-hit
A Inu:atmnf‘?' bt d]]

= (P M)

Example of our private Key recovary. The schematic
showre a stnation where the private key dio be recovered has size
14 bits, and each window is 4 bits long,  Key recovery proceeds
by determining first the 4 most genificant bits in o, ds.

CPU

..recuperando claves privadas a partir de
firmas digitales calculadas con defectos de

pocos bits
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Importancia de las fallas no
detectadas en codigo abierto

10
NAME
0110100101

OLIN 101 Logn :
0110100101001010110+-- -
01101010 NAME ADRES.

01101001010010101101001u.

' 1011010101101011010,
Heartbleg 0010011010,
91101001010010101 0 o o010
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Conclusiones:

» Sistemas- 100% auditables
(hard o soft)

» Control de calidad total (cero
falla)

» Desarrollos regionales para
cubrir intereses compartidos

» Es vital asegurar las
comunicaciones (mail, radios,
etc.)
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